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FINANCIAL CRIME: HOW HEINOUS IT IS?

Source: Nasdaq report

▸ Walter made 80 million, Marsalek frauded Wirecard of 2 billion



MONEY LAUNDERING
PLACEMENT

Illicit funds are initially introduced into the financial 
system through deposits or purchases.

LAYERING

Funds' origin is obscured through complex 
transactions and transfers across accounts.

INTEGRATION
'Cleaned' money is re-entered into the economy as 
legitimate, through investments or asset purchases.




ANTI-MONEY LAUNDERING (AML)

▸ How to do AML in the world of data-deluge 
and security and privacy?


▸ Follow the money


▸ Understand the letter of the law, because the 
spirit has been taken away long back.


▸ Layering and integration are the steps that ate 
hardest to detect.


▸ Develop new privacy enhancing AML 
technologies that can catch the bad apple.



HOW THE MONEY FLOWS?

‣ Correspondent banking is the main way cross-border payments happen.


‣ The lion share of correspondent banking happens in US dollar.



RISK TYPOLOGIES

▸ Financial Action Task Force recommends a risk-
based approach to combat money laundering.


▸ FATF has a set of recommendations that banks and 
countries need to follow.

▸ For each transaction, we can measure risk 
typologies.


▸ Round amount payments


▸ Smurfing : Dividing large amount of transactions 
into small amount.


▸ Structuring : Payments just under threshold that 
would warrant scrutiny.


▸ Absence of payment transparency



MACHINE LEARNING IN AML

▸ Anti-money laundering is an unsupervised machine learning problem. The true labels 
are not known.


▸ Anomaly detection is performed to detect suspicious transactions.


▸ Each transaction is a data point where risk typologies are input features to the model.


▸ Models like Isolation Forest, Autoencoders are used to build transaction monitoring 
systems.



LARGE LANGUAGE MODELS FOR AML

▸ As with other fields LLMs also have use in 
AML.


▸ Perfect tool to extract and summarise risk 
typologies for various financial institutions 
at scale.


▸ Simple code takes Deutsche Bank annual 
report and answers various questions that 
are indicative of the risk.


▸ But have to be careful about 
hallucinations.


▸ Sentiment analysis of external news for 
financial institutions can be used



ANTI-FRAUD AND MACHINE LEARNING

▸ In money laundering, the customers are mostly the perpetrators.


▸ In bank fraud, customers are the victims e.g. phishing fraud, scam fraud, blackmail fraud etc.


▸ Bank Fraud is a supervised machine learning problem. The true positives are present.


▸ Building risk typologies and finding their relation with the target variable, presence of 
fraud.


▸ Currently, I work for a Buy Now Pay Later company where fraud becomes a semi-supervised 
problem. 


▸ Historical true positives are present, real time ones are not.



COMPANIES LEADING THE REGTECH GAME WITH AI

A few companies from


https://fintech.global/regtech100/


